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QUESTION 1

A Sterling Connect:Direct administrator is attempting to configure two nodes, PNODE and SNODE to use
Connect:Direct Secure+ to securely transfer files.

During the test, the administrator was able to review a trace and obtained the following trace Information:

Luring the test, the administrator was able to reyiew a trace and obEined the following trace Information:
=  [PNODE sends a ClientHello message

e SHODE responds with & ServzrHello tt,;‘:
e SNODE sends certificate O b
e SNODE request cerfificate from the client o3

o  SHNODE send:s a serverHellolone _rgéj'}
=  FNODE responds with & Certificate - Immediatgﬁﬂ re arter this point,

Errors ,{\)
SNODZ; aN"

CEFPAINE - S50 cerificate ve*ﬁlz’é‘tiun failed.

CEPAZOE - Secure+iritiall failLire.

CSPAZONZE - The 530L |i%1’23f& turned an error during the handshake
PHNOD=

CSPA3DYE - The SS5L liarary returned an error during the handshake

What is the most likely cause of the problem?

A. The SNODE has not enabled Secure+ for the PNODE.

B. Either the PNODE or the SNODE is attempting to do Common Name verification.

C. The PNODE does not have the Certificate Authority (CA) root certificate for SNODE in the CA trusted file.
D. The SNODE does not have the Certificate Authority (CA) root certificate for PNODE in the CA trusted file.

Correct Answer: D

QUESTION 2

A Sterling Connect:Direct for Windows and UNIX administrator needs to control the statistic file logs\\' output from all
commands, and the file logs\\' commands that select processes and select statistics. Which two options in the
initialization parameters should be used?

A. log.select B. comm.info C. syslog.logd

B. log.commands

C. security.exit.flag

Correct Answer: A
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QUESTION 3

A SNIFFER trace shows the following entries:

Mg, Time Source Destination Protocol Info
220.264317 10.20.72.222 10.20.72. 228 TCP 52437 = igo-incognito [FIMN, ACK] Seq=3371
Ack=2065 Win=11392 Len=0 TSV=1342056958
TSER=2948236233

Frame 22 (68 bytes on wire, 68 byles capiurad) 6
Internet Protocol, Src: 10.20.72.222 (10.20.72 222), Dst; 10.20.72.226 (10 .226)
Transmission Control Protocol, Src Port: 52437 (524 37), Dst Port: igo4 o (4100), Seq: 3371, Ack 2065, Len: O

Mo,  Time Source Destination Protocol Info
230265463 10.20.72.226 10.20.72.222 TCF cognito = 52437 [FIN, ACK] Seq=2065
ck=3372 Win=14400 Len=0 TSV=294823R/234

EOTSER:umassﬁa

Frame 23 (68 bytes an wire, 68 byles captured)
Internet Protocol. Src: 10.20.72 226 (10.20 ?2 EI 20.72.222 (10.20.72.222)
Transmission Control Protocol, Ste Port: igo- |['| ), Dst Port: 52437 (524737), Seq; 2065, Ack: 3372, Len: 0

Ma. Time Source Destinati Protocol Info
24 0 265468 102072 222 1 T2 226 TCP 52437 = igo-incognito [ACK] Seg=3372
Q Ack=2066 Win=11382 Len=0 T5V=1342056959

TSER=2948236234
Frame 24 (68 bytes on wire, 68 bytes captured)
Internet Protocol, Src: 10.20.72.222 (10.20.72 222), Dsi: 10.20.72 226 (10.20.72 226}
Transmission Control Protocol, Src Port: 52437 (52437), Dst Port; igo-incognito (4100), Seq: 3372, Ack 2066, 5

A NETSTAT display was performed. What is the correct connection state that a user should expect?
A. LAST ACK

B. FIN WAIT1

C. ESTABLISHED

D. The administrator would NOT expect to see a connection show up.

Correct Answer: D

QUESTION 4

When configuring a node in Sterling Connect:Direct for Windows, which field is found on the General properties tab in
the CD Admin Tool?

A. API IP Address
B. Local LU Name
C. Max PNode Sessions

D. Enable TCP/IP Support
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Correct Answer: C

QUESTION 5

Which tools can be used to create a Connect:Direct process that will perform syntax checking of the process?
A. Sterling Secure Proxy

B. Sterling Control Center

C. Sterling Certificate Wizard

D. Sterling Connect:Direct Browser

Correct Answer: D
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