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QUESTION 1

An organization has developed a major application that has undergone accreditation testing. After receiving the results
of the evaluation, what is the final step before the application can be accredited? 

A. Acceptance of risk by the authorizing official 

B. Remediation of vulnerabilities 

C. Adoption of standardized policies and procedures 

D. Approval of the System Security Plan (SSP) 

Correct Answer: A 

 

QUESTION 2

Which of the following processes is used to align security controls with business functions? 

A. Data mapping 

B. Standards selection 

C. Scoping 

D. Tailoring 

Correct Answer: B 

 

QUESTION 3

Which of the following attacks, if successful, could give an intruder complete control of a software-defined networking
(SDN) architecture? 

A. Sniffing the traffic of a compromised host inside the network 

B. Sending control messages to open a flow that does not pass a firewall from a compromised host within the network 

C. A brute force password attack on the Secure Shell (SSH) port of the controller 

D. Remote Authentication Dial-In User Service (RADIUS) token replay attack 

Correct Answer: B 

 

QUESTION 4

The Industrial Control System (ICS) Computer Emergency Response Team (CERT) has released an alert regarding ICS-
focused malware specifically propagating through Windows-based business networks. Technicians at a local water 
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utility note that their dams, canals, and locks controlled by an internal Supervisory Control and Data Acquisition
(SCADA) system have been malfunctioning. A digital forensics professional is consulted in the Incident Response (IR)
and 

recovery. 

Which of the following is the MOST challenging aspect of this investigation? 

A. SCADA network latency 

B. Group policy implementation 

C. Volatility of data 

D. Physical access to the system 

Correct Answer: C 

 

QUESTION 5

Which of the following is held accountable for the risk to organizational systems and data that result from outsourcing
Information Technology (IT) systems and services? 

A. The acquiring organization 

B. The service provider 

C. The risk executive (function) 

D. The IT manager 

Correct Answer: C 

 

QUESTION 6

Which of the following MUST system and database administrators be aware of and apply when configuring systems
used for storing personal employee data? 

A. Secondary use of the data by business users 

B. The organization\\'s security policies and standards 

C. The business purpose for which the data is to be used 

D. The overall protection of corporate resources and data 

Correct Answer: B 

 

QUESTION 7

Which of the following is an essential element of a privileged identity lifecycle management? 
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A. Regularly perform account re-validation and approval 

B. Account provisioning based on multi-factor authentication 

C. Frequently review performed activities and request justification 

D. Account information to be provided by supervisor or line manager 

Correct Answer: A 

 

QUESTION 8

What are the roles within a scrum methodoligy? 

A. System owner, scrum master, and development team 

B. prduct owner, scrum master, and scrum team 

C. Scrum master, requirements manager, and development team 

D. Scrum master, quality assurance team, and scrum team 

Correct Answer: B 

 

QUESTION 9

An organization implements a remote access server (RAS), Once users connect to the server, digital certificates are
used to authenticate their identity. What type of extensible Authentication protocol (EAP) would the organization use
during this authentication? 

A. Message Digest 5 (MD5) 

B. Subscriber Identity Module (SIM) 

C. Lightweight Extensible Authentication Protocol (EAP) 

D. Transport layer security (TLS) 

Correct Answer: D 

 

QUESTION 10

As a security manger which of the following is the MOST effective practice for providing value to an organization? 

A. Assess business risk and apply security resources accordingly 

B. Coordinate security implementations with internal audit 

C. Achieve compliance regardless of related technical issues 

D. Identify confidential information and protect it 
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Correct Answer: D 

 

QUESTION 11

Which of the following security tools will ensure authorized data is sent to the application when implementing a cloud
based application? 

A. Host-based intrusion prevention system (HIPS) 

B. Access control list (ACL) 

C. File integrity monitoring (FIM) 

D. Data loss prevention (DLP) 

Correct Answer: B 

 

QUESTION 12

Which of the following is used to support the of defense in depth during development phase of a software product? 

A. Security auditing 

B. Polyinstantiation 

C. Maintenance 

D. Known vulnerability list 

Correct Answer: B 

 

QUESTION 13

Which of the following is the BEST technique to facilitate secure software development? 

A. Adhere to secure coding practices for the software application under development 

B. Conduct penetrating testing for the software application under development 

C. Develop a threat modeling review for the software application under development 

D. Perform a code review process for the software application under development 

Correct Answer: A 

 

QUESTION 14

Refer to the information below to answer the question. 
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A new employee is given a laptop computer with full administrator access. This employee does not have a personal
computer at home and has a child that uses the computer to send and receive e-mail, search the web, and use instant
messaging. The organization\\'s Information Technology (IT) department discovers that a peer-to-peer program has
been installed on the computer using the employee\\'s access. 

Which of the following solutions would have MOST likely detected the use of peer-to-peer programs when the computer
was connected to the office network? 

A. Anti-virus software 

B. Intrusion Prevention System (IPS) 

C. Anti-spyware software 

D. Integrity checking software 

Correct Answer: B 

 

QUESTION 15

Which of the following is the BEST reason to apply patches manually instead of automated patch management? 

A. The cost required to install patches will be reduced. 

B. The time during which systems will remain vulnerable to an exploit will be decreased. 

C. The target systems reside within isolated networks. 

D. The ability to cover large geographic areas is increased. 

Correct Answer: C 
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